
  

 

 



2           Alton Corp © 2018  

Table of Contents 

 

AUTHORS 3 

ABOUT THE REPORT 4 

KEY POINTS 5 

WHAT WE KNOW? 7 

The RT Hypothesis 7 

Trump & The Participatory Propaganda Model 12 

White Helmets Strategic Communications Ricochet 20 

SO WHAT? 28 

Understand – don’t denigrate - your target audience. 29 

It’s not just about you. 31 

It’s personal – don’t be so nice. 32 

You can’t control the message. 33 

The public has a role. 34 

Consistency is key – but so is community. 36 

Information underlies every action. 37 

There are no clean slates. 38 

It’s not about the platforms - it’s about resilience. 40 

WHAT NEXT? 42 

 



3           Alton Corp © 2018  

Authors 

Alicia Wanless is an internationally recognized researcher of information warfare and strategic communications in a 

digital age. Since 2017 alone, she shared her work and insights with senior government, military and academic experts 

at Wilton Park, Oxford and Ryerson Universities, the Hedayah Centre, NATO’s ARRC, the NATO-USSOCOM Joint Senior 

PsyOps Conference, the UK’s JIAG, and the Lawrence Livermore National Laboratory. With more than a decade of 

experience in researching and analysing the information environment, focusing on propaganda and disinformation, 

Alicia conducts content and network analysis, and has developed original models for identifying and analysing digital 

propaganda campaigns. Alicia applies this learning to integrating information activities in support of government and 

military training exercises. Alicia’s work has been featured in the CBC, Forbes, and The Strategy Bridge, and she has co-

authored numerous academic papers and chapters related to propaganda including on: Strategic Leaking, Propaganda 

and Journalism; Participatory Propaganda; and Clicktavism. She will begin PhD studies at King’s College in 2018 

comparing NATO and Russian approaches to information warfare. 

Michael Berk is a Visiting Research Fellow with the Centre for Cyber Security and International Relations, University of 

Florence. He has been a member of the OSCE Academic Steering Group on confidence building measures in cyberspace 

since 2016. With over 20 years of military and security experience, Michael is a Principal at Alton Corporation, a niche 

consulting firm specializing in information and physical security. In fall 2017, he acted as a Lead Consultant on a 

comprehensive study on propaganda campaigns and information operations for a major international strategic 

communications firm and its military client. More recently, he completed a chapter analysing the 2015 UN GGE 

recommendations for critical infrastructure protection norms published by the UN Office for Disarmament Affairs in 

March 2018. In summer 2018, he will join the Department of Information Security and Digital Forensics at the State 

University of New York at Albany as a Visiting Scholar to conduct research on cyber warfare and information 

operations.    



4           Alton Corp © 2018  

About the Report 

This report draws from a talk prepared and delivered by Alicia Wanless at the 40th NATO Multi National 

Information Operations Experiment Workshop in Germany on 7 April 2018. The aim of this paper is to help 

militaries better integrate information activities into training exercises, recommending nine key points for 

enhancement. The recommendations put forward are based, in part, on several consecutive research 

projects related to propaganda and the information environment (and outlined here insomuch as they 

directly contribute), as well as the authors’ experience applying that knowledge to training exercises and in 

strategic communications campaigns. 
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Key Points 

1. Understand – don’t denigrate - your target audience. Understanding an audience is crucial for 

achieving a communicator’s objective. A lack of understanding about what drives an audience makes 

replicating realistic behavior difficult in a training exercise. Likewise, poor understanding decreases 

capabilities for winning hearts and minds. A greater integration of socio-cultural and linguistic 

specialists representing all ‘target audiences’ in training exercises will help better prepare the training 

audience. 

2. It’s not just about you. A tendency to focus only on the mission reduces contextualized awareness for 

the greater strategic operating environment that ultimately affects mission success. Training for an 

information age must consider the wider context, domestic, international and in theatre of operations, 

to better prepare and look beyond just the military and its strictly defined role.  

3. It’s personal – don’t be so nice. The training audience must be prepared for everything that will be 

thrown at them in an information conflict, including personal attacks. Avoiding such activities for fear of 

failure or hurt feelings does a disservice in preparing training audiences for real events. 

4. You can’t control the message. Every message and action will be distorted by an adversary to their 

benefit, to not just win hearts and minds within the conflict region, but also to disrupt decision-making 

and support for campaigns at home. Outgoing, as well as incoming, communications must be an aspect 

of integrated information activities in exercises.  

5. The public has a role. In a liberal democracy public perception shapes political decision-making – and, in 

turn, the range of options open to military. This dynamic power relationship must be incorporated into 

training to better prepare militaries to cope with the new information environment.  

6. Consistency is key – but so is community. Cutting through the noise of the information environment 

requires supporters. The democratic alternative to deceptive tactics, such as botnets and astroturfing, is 
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community-building that fosters a genuine chorus of supporters, by being supportive of them first. 

Testing training audiences on such tactics is required.  

7. Information underlies every action. In societies where information communication technologies 

underpin everything that is done, information is an aspect of every action taken. When a mission is 

underway, adversarial propaganda will push information to domestic audiences aiming to erode 

support for it. Allied activities such as exercises, troop movements, or surveillance will be interpreted as 

aggressive, questioning the nature of the mission. Accidents, loss of life, terrorist attacks, economic 

considerations or else – all will be spun to cause doubt and erode support. Essentially, every step or 

event of every exercise has an informational layer – and this needs to be reflect in training scenarios at 

the planning phase. 

8. There are no clean slates. The information environment is primed and dynamic – it does not refresh 

with the start of a mission. Interconnected networks of websites, communities and influencers are 

continuously active and ready to respond to the next issue that arises. Training needs to reflect this 

existing and changing information environment.  

9. It’s not about the platforms - it’s about resilience. Fake tanks aren’t brought into a table top training 

exercise, so why are pale copies of social network platforms? Focus on specific social network or other 

online platforms in solutions in exercises is misleading. Ultimately, the best defense in information 

warfare is resilience — the ability of operators to critically assess a dynamic information environment 

where everything is not always what it seems and manage the identified risks to ensure mission 

success. Technology can be used to automate the process of training, using a decision-tree approach to 

testing a training audience’s response to information activities, but this should not aim to replicate the 

information environment, but streamline information activities within the exercise itself.   
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What we know? 

The nine recommendations put forward in this paper are the direct result of years of researching the 

information environment, conducting strategic communications campaigns, and applying and testing these 

insights in training exercises.  This work began in 2014 shortly after the MH17 disaster with some 

exploratory research around how different media outlets interacted with audiences online.  

The RT Hypothesis  

Back in 2014, when the rapidly unfolding events in Ukraine propelled RT (formerly known as Russia Today), a 

public broadcaster backed by Russia to gain a quick notoriety, a few things stood out in our analysis of the 

media outlet. 

Despite what many Russian watchers claimed, RT wasn’t a direct threat1 – because it simply wasn’t that 

popular. While RT claims today to have 5+ billion views on YouTube, the network’s most watched videos are 

several years old and cover freak events, such as the Chelyabinsk meteorite crash in 2013 or the Japanese 

earthquake in 2011,2 rather than political events.  

Viewer rates show a lack of popularity among Western audiences, as well. In 2014-15, independent ratings 

for RT in the U.S. were difficult to find – suggesting the audiences were so small, the rating agencies couldn’t 

be bothered to track them. In the U.K., RT’s market share of viewers was so small (and it remains so until 

today, see Figure 1 below), it competes with the likes of BBC’s Parliament channel (which for the week of 2-8 

                                                           
1 MacFarquhar, N, (2016). A Powerful Russian Weapon: The Spread of False Stories. The New York Times: https://nyti.ms/2nPB3ce; Maksimovic, M, 

(2017). EU Officials warn of ‘undersestimatin’ Russian propaganda in Balkans. Deutsche Welle: http://www.dw.com/en/eu-officials-warn-of-
underestimating-russian-propaganda-in-balkans/a-41371020; Jozwiak, R. (2018.) EU Issues Call to Action to Combat  Russian ‘Propaganda. RFE/RL: 
https://www.rferl.org/a/european-commission-russia-disinformation-propaganda-call-to-action/28981394.html  

2 RT. (2018). Videos sorted by most popular. YouTube: https://www.youtube.com/user/RussiaToday/videos?view=0&flow=grid&sort=p    

http://www.dw.com/en/eu-officials-warn-of-underestimating-russian-propaganda-in-balkans/a-41371020
http://www.dw.com/en/eu-officials-warn-of-underestimating-russian-propaganda-in-balkans/a-41371020
https://www.rferl.org/a/european-commission-russia-disinformation-propaganda-call-to-action/28981394.html
https://www.youtube.com/user/RussiaToday/videos?view=0&flow=grid&sort=p
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April 2018 put the former at 0.04% of the total British market and the latter at 0.02%,3 only a marginal 

improvement from 2015 when more people watched the parliament than RT. 4) 

 

Figure 1: Average Daily Reach for 2-8 April 2018, Source: BARB 

While RT Facebook Page followers have continued to grow since 2015, 5 they are still six times lower than 

BBC or CNN, and well behind those of AJ+, another foreign-government backed media initiative (otherwise 

known as Al Jazeera). See Figure 2 below. 

What RT lacks in followers and viewers, the outlet makes up in courting controversy, which in turn garners it 

free media coverage on much bigger, established networks. RT positions itself as an alternative voice in 

news. It’s a strategically smart move. Every time western mainstream media attacks RT, the outlet can 

simply refer to its positioning as the motive for such challenge. In other words, Russian media claims that it is 

attacked because it alone offers a counter narrative to the English-dominated Western news hegemony. 6 

Not only does such criticism provide RT with controversy, and thus free PR, especially when such 

attacks equate the outlet to Daesh,7 but it also lends legitimacy,8 at least among those who already 

accept the outlet as a true alternative source.9 

                                                           
3 BARB. (2018). Weekly Viewing Summary: 2 Apr – 8 Apr. http://www.barb.co.uk/viewing-data/weekly-viewing-summary/   

4 Wanless, A. (2015). Mutually Assured Mental Destruction. La Generalista: https://bit.ly/2IY9Pt8  

5 Wanless, A. (2015). Mutually Assured Mental Destruction. La Generalista: https://bit.ly/2IY9Pt8  

6 Sputnik. (2015.) Death of Alternative Media: West Wages War Against Russian News Agencies. 
https://sputniknews.com/politics/201504251021374197/  

7 Wilson, J. (2015). Countering Adversarial Propaganda: Charting an Effective Course in the Contested Information Environment. Hearing Before the 
Subcommittee on Emerging Threats and Capabilities of the Committee on Armed Services House of Representatives One Hundred Fourteenth 
Congress, First Session, 22 October 2015: https://www.gpo.gov/fdsys/pkg/CHRG-114hhrg97493/html/CHRG-114hhrg97493.htm  

8 Greenwald, G. (2015). UK Media Regulator Again Threatens RT for “Bias”: This Time, Airing “Anti-Western Views”. The Intercept:  
https://theintercept.com/2015/03/02/uk-media-regulator-threatens-rt-bias-airing-anti-western-views/  

9 Roberts, P. C. (2015). Attacks on RT Absurd. Western Media Failures Create the Market for Alternatives. Russian Insider:  https://russia-
insider.com/en/2015/01/29/2926  
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http://sputniknews.com/politics/20150425/1021374197.html
http://sputniknews.com/politics/20150425/1021374197.html
http://sputniknews.com/politics/20150425/1021374197.html
http://news.yahoo.com/rt-demands-explanation-bbg-dept-state-nytimes-response-183300682.html
https://firstlook.org/theintercept/2015/03/02/uk-media-regulator-threatens-rt-bias-airing-anti-western-views/
http://russia-insider.com/en/2015/01/29/2926
http://russia-insider.com/en/2015/01/29/2926
http://www.barb.co.uk/viewing-data/weekly-viewing-summary/
https://bit.ly/2IY9Pt8
https://bit.ly/2IY9Pt8
https://sputniknews.com/politics/201504251021374197/
https://www.gpo.gov/fdsys/pkg/CHRG-114hhrg97493/html/CHRG-114hhrg97493.htm
https://theintercept.com/2015/03/02/uk-media-regulator-threatens-rt-bias-airing-anti-western-views/
https://russia-insider.com/en/2015/01/29/2926
https://russia-insider.com/en/2015/01/29/2926
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Figure 2: Facebook Page Followers by Media Outlet, April 2018 

It was the type of audiences that RT engaged with that stood out the most, however. In 2015, using Netvizz 

“a tool that extracts data from different sections of the Facebook platform”,10 we exported Page Like 

Network data for several media outlets including BBC, AJ+, and RT.  

Beginning with a media outlet’s Facebook Page (otherwise known as the “seed”), Netvizz retrieves all the 

pages that the seed Page Likes, crawling to a maximum depth of 2 Page degrees out from the original. This 

creates a network of Facebook Pages (Nodes) connected through Likes (Edges) between the Pages. 

We then used Gephi, an open-source visualization and exploration platform to analyse the networks.11 Each 

of the media outlet’s Facebook Like networks were then visualised using the ForcedAtlas2 graph layout 

algorithm, after filters were first applied for Modularity (which measures how the network breaks down into 

communities and is represented here by colours) and Average Degree (measuring the level of 

interconnectivity, denoted here in size and connecting lines).12 

The BBC News Facebook Like network (see Figure 3) was predominately a collection of other BBC holdings 

(an ego network), and linked only externally with established competitors, such as the New York Times. This 

makes sense if you follow the premise that journalism should not be the news, but report on it. The BBC 

                                                           
10 See: https://apps.facebook.com/netvizz/?fb_source=search&ref=br_tf  

11 See: http://gephi.github.io/  

12 Jacomy, M, Venturini, T, Heymann, S., and Bastian, M (2014). ForceAtlas2, a Continuous Graph Layout Algorithm for Handy Network Visualization 
Designed for the Gephi Software. PLOS. https://doi.org/10.1371/journal.pone.0098679  
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https://doi.org/10.1371/journal.pone.0098679


10           Alton Corp © 2018  

Facebook Like network is much more a traditional broadcast model of the media outlet pushing news out, 

rather than engaging with it or the audience. 

 

Figure 3: BBC Facebook Page Like Network, 2015 

 

The AJ+ network (see Figure 4) moved beyond the BBC ego network model, into the news that it covers 

most, including strong connections with Human Rights Watch and the RYOT, a non-profit organisation that 

aims to pair news coverage with actionable causes. 
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Figure 4: AJ+ Facebook Page Like Network, 2015 

 

The main RT Facebook Page network (see Figure 5) continued this model, albeit with a slightly different 

outcome. RT had been plugging into the Occupy movement, so much so that this community dwarfed the RT 

ego network shown here above. Our hypothesis at the time was that RT, as a news network, posed little 

threat, but “should RT manage to engage such a movement in a meaningful and active way – beyond simply 

covering it – this could have serious implications for social stability in countries where Occupy is active.” 13 

This became increasingly apparent with subsequent research on the 2016 U.S. presidential election.   

                                                           
13 Wanless, A. (2015). You’ve Got a Friend in News. La Generalista: https://lageneralista.com/youve-got-a-friend-in-news/   

https://lageneralista.com/youve-got-a-friend-in-news/
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Figure 5: RT Facebook Page Like Network, 2015 

 

Trump & The Participatory Propaganda Model  

The application of Jacques Ellul’s concept of sociological propaganda in our own research showed us, as early 

as January 2016, that Trump could win the election.14 Other research we conducted with Ryerson 

University’s Social Media Lab around the primary election15 analysed the Facebook activity of the three 

candidates making it to the primary nominations. One finding that stood out at the time was that fewer than 

one percent of people following the Trump, Clinton or Sanders official campaign Facebook Pages were 

engaging with candidate posts16, suggesting that there was more at play than official campaigning in terms 

of online influence activities, with so few audience members engaging with official online outputs. Drawing 

from this, and what we found in online networks connected to media outlets, we began to further assess the 

Trump campaign and his select supporters.  

This research led to the initial formulation of a participatory propaganda model whereby propagandist use 

ICTs to engage target audiences into becoming propagandists themselves by engaging with, creating, and 

                                                           
14 Wanless, A. (2016). You’ve Been Trumped: The Perils of Sociological Propaganda. La Generalista: https://bit.ly/2aurpHT  

15 Esteve del Valle, M, Wanless, A., Gruzd, A., and Mai, P, (2018). I Click, Therefore I am: Predicting Clicktivist-like Actions on Candidates’ Facebook 
Posts During the 2016 U.S. Primary Election. Studies in Media and Communication  

16 Wanless, A. (2016). Clinton’s Failure to Inspire: Slogans and Gratitude. La Generalista: https://bit.ly/2qzgl2Y  

https://bit.ly/2aurpHT
https://bit.ly/2qzgl2Y
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sharing persuasive communications.17 The model has subsequently emerged out of a comprehensive 

academic literature review of research conducted by other scholars on the Trump campaign, as well as 

original social network and content analysis of Facebook Pages, 

The participatory propaganda model can be distilled into seven simple steps:  

1. Conduct hyper-targeted audience analysis using behavioural advertising to really understand what 

makes an audience tick, segmenting groups by how they think, their tastes, what bothers them.  

 

2. Create provocative content drawing from behavioural economics that pushes cognitive, psychological 

and emotional buttons among the target audience such that they will react and spread the message 

further. Such content might include: fake news; memes; and leaks. 

                                                           
17 Wanless, A. and Berk, M. (2017).  Participatory Propaganda: The Engagement of Audiences in the Spread of Persuasive Communications. Presented 

at Social Media & Social Order, Culture Conflict 2.0, 1 December 2017, Oslo. http://bit.ly/2mo8RN6 
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3. Pump this content into online echo chambers 

identified in Step 1. The vast majority of 

Facebook Pages we analyzed out of nearly 

5000, around 90% were pro-Trump or covering 

topics he was pushing during the campaign, 

such as gun rights or anti-immigration. 

4. Manipulate internet algorithms, such as 

search and news feeds, by reposting content 

across multiple websites using Twitter bots.18 

Drawing from posts shared to the three pro-

Trump pages in the lead up to the election, a 

simple Google search of article titles sheds some light on how such techniques work. In one example, 

Eagle Rising shared an article from the blog the blacksphere.net entitled “Hillary Clinton: Calls Blacks 

Professional Never Do Wells”. This post garnered 157 shares on Facebook. A Google search using the 

article’s title as exact terms, returns the original post, as well as several nearly exact reprints on other 

sites, with some linking back to The Blacksphere article. A search for The Blacksphere url returns 734 

results, including posts from rightwingnews.com, teapartytribune.com, and thegatewaypundit.com. 

Some of these links are posted by other users in comment sections and online forums, and Sharescount 

suggests the URL was shared 12.5K times across social networks. However, absent on the first page of 

another search return (made in a separate web browser logged into a different Google account) for the 

key words “Is Hillary Clinton a racist?” are any posts refuting the idea she might be. This experiment was 

then repeated in a different country, on another internet service provider, on a new computer with 

similar results.    

                                                           
18 Mustafaraj, E., & Metaxas, P. T. (2010). From obscurity to prominence in minutes: Political speech and real-time search; Kollanyi, B., & Howard, P. 

N. (November 2016). Bots and Automation over Twitter during the U.S. Election. Data Memo. Retrieved 8 January 2017 from 
http://politicalbots.org/?p=787 ; Bessi, A., & Ferrara, E. (2016). Social bots distort the 2016 US Presidential election online discussion. First Monday, 
21(11). 
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5. Call your followers to action asking them to share, troll dissenters in comment sections, and in some 

cases even lend out influencer accounts to spread the message.  

6. Win traditional media coverage by simply trending online (see Step 4), staging scandals that can be 

perceived in multiple ways and maximise ambiguity, or simply communing with the news – which brings 

us back to our initial findings with RT.   

 

Looking at the Facebook Page Like networks of the liberal media outlets (see Figure 6), they appear as 

almost seven entirely independent communities. The visualisation below uses Gephi’s stronger gravity 

function to keep the communities closer together for ease of viewing; however, they are not linked so 

closely in reality. What’s more, the Facebook Pages tend to be grouped into ‘ego networks’, meaning 

any given media outlet tends to only like pages related to that network, such as its own TV shows or 

journalists. 
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The conservative-leaning media group is quite different (see Figure 7). The massive Infowars community 

dominates the visualisation, represented by the large yellow section, and is connecting into the Alex 

Jones network in blue. While nodes connect the Infowars monolith to Fox (in red), the key connector 

page is Judge Andrew Napolitano. This is interesting because Fox stands out from outlets such as BBC for 

its connecting to personalities, both their own journalists as well as U.S. politicians, suggesting that 

some media outlets aren’t just covering the news, but engaging directly with the subjects making the 

Figure 6: Facebook Page Like Networks of Liberal Learning media Outlets, 2017 
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news.19 This form of engagement is alarming, if the notion of impartial news is accepted as crucial to a 

functioning democracy. 

 

When these two media groups are combined with the pro-Trump network (see Figure 8), the liberal-leaning 

outlets remain islands of disconnected, ego-networks (the blue communities at the bottom left), while the 

conservative-leaning media are absorbed into the overall community, and as noted above, in some cases 

becoming influential nodes. Other key nodes include the NRA Institute for Legislative Action and the 

Heritage Foundation. In short, the conservative-leaning media network is more of an ecosystem that 

                                                           
19 Wanless, A. (2015). You’ve Got a Friend in News. La Generalista: https://lageneralista.com/youve-got-a-friend-in-news/   

Figure 7: Right-Leaning Media Facebook Page Like Network, 2017 

https://lageneralista.com/youve-got-a-friend-in-news/
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stretches beyond news outlet borders, blending into each other and pages beyond just media and 

journalists, into communities. 

 

Figure 8: Facebook Page Like Network of Right- and Left-Leaning Media outlets with Pro-Trump Pages, 2017 
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7. Monitor, Analyse, Adapt & Repeat – the model is cyclical and with Artificial Intelligence will only 

become more advanced over time. The digital environment enables real-time monitoring that 

propagandists of the past never enjoyed. Ongoing monitoring is crucial in tracking the effectiveness of 

outreach efforts over time, whereas the findings from hyper-targeted audience analysis provide much 

needed baselines and parameters for continued listening. Constant media monitoring and evaluation 

becomes the basis for a feedback loop. Based on regular review, strategies and messaging are tweaked 

to increased effectiveness, and encourage audience participation in propaganda efforts. 

 

This participatory propaganda model bears out in other case studies. We found many components in the 

Labour party campaign in Britain in 201720 and on the right in Canada with a series of “Proud” Facebook 

pages among others.21  

One of the observations noted during this research on the participatory propaganda model – which was later 

confirmed during participation in military exercises - was that many communicators believed that outgoing 

communications could somehow be controlled in the digital age.  Our research suggested it was anything 

but, and once a message was released it could be shaped and distorted by adversaries, or anyone for that 

                                                           
20 Wanless, A. (2017). Anti-Establishment Blues: 2017 U.K. Election. La Generalista: https://lageneralista.com/anti-establishment-blues-2017-u-k-

election/  

21 Wanless, A. (2017). Polarising Politics in Canada: A Facebook Study. La Generalista: https://lageneralista.com/polarising-politics-in-canada-a-
facebook-study/  

https://lageneralista.com/anti-establishment-blues-2017-u-k-election/
https://lageneralista.com/anti-establishment-blues-2017-u-k-election/
https://lageneralista.com/polarising-politics-in-canada-a-facebook-study/
https://lageneralista.com/polarising-politics-in-canada-a-facebook-study/
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matter, and hurled back at the sender in a sort of strategic communications ricochet22 – so to investigate 

that further we looked at the White Helmets.23 

White Helmets Strategic Communications Ricochet 

The White Helmets are a volunteer emergency first responder group operating in opposition held areas in 

Syria which was set up by a former U.K. military personnel24 and financed by Western donors, including the 

U.K. Emergency first responders in a conflict zone who fill an important gap in the absence of central 

government services was perceived as a strong humanitarian initiative, both by its organizers and donors. 

This was especially important in the U.K. since the British government struggled to win popular support for a 

military intervention at home making non-military assistance the only available choice.25 Typically, 

emergency first responders are considered to be among the most trusted professions around the world.26 

Yet, these obvious elements considered in the initial analysis done by organizers and supporters did not 

prepare them for the organized information backlash that intensified after Russia entered the conflict on the 

side of al-Assad’s regime.27   

To analyse these activities, we studied English language media outputs targeting a U.K. audience following 

the 2017 Khan Sheikhun Gas attack and compared our findings with other independent studies.28 Based on 

these, another model emerged describing a mechanism of how White Helmets messaging is attacked in the 

information environment, namely: 

                                                           
22 Wanless, A. and Berk, M. (2018). The Strategic Communications Ricochet: Planning Ahead for Greater Resiliency. The Strategy Bridge: 

http://bit.ly/2FoADBk  

23 Berk, M. and Wanless, A (2018). Preparing for Strategic Communication Blowback: A Case Study of the White Helmets. DCDC 

24 Jan, M. (2015). Q&A: Syria’s White Helmets. Al Jazeera: https://bit.ly/2K4j6kK 

25 Gardiner, B. (2012, February 2). Foreign intervention in Syria? YouGov.uk. Retrieved from http://bit.ly/2C1Qi7e 

26 Trust in professions, a GfK Verein survey conducted in autumn 2013 worldwide. Retrieved from http://bit.ly/2svKoMd 

27 Notes from interviews with James LeMesurier, former head of the Mayday Rescue Foundation and founder of the White Helmets  

28 Berk, M. and Wanless, A (2018). Preparing for Strategic Communication Blowback: A Case Study of the White Helmets. DCDC 

http://bit.ly/2FoADBk
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• Incident Occurs: As first responders, White Helmets often are the first to publish footage of the incident 

to the internet. 

 

• +4 Hours: Western mainstream media picks up the content within a few hours, which will quickly be 

attacked in social media replies and comment sections. 
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• +10 Hours: Counter narratives emerge within hours of the MSM coverage, refuting claims, or sowing 

doubt. These might come from social media influencers, politicians, alternative media, or Russian 

officials. A network of like-minded websites will pick up counter narratives republishing and linking 

back, which in turn helps boost search returns and newsfeed placement. 

 

The counter narratives will be boosted on Twitter29 with the aim of trending, to gain further mainstream 

media coverage, even if it is critical. 

 

 

                                                           
29 TwitterTrails. (2018). Events & Memes: White Helmets. Wellesley College: https://bit.ly/2JTLPbY  

Figure 9: Twitter Chatter by community discussing the White Helmets following the 2017 attack. Source: The Syrian 

Campaign  

https://bit.ly/2JTLPbY
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Figure 11: A Co-Retweeted Network visualisation of Twitter chatter following the April 2018 attack in Eastern Ghouta. Source: 

TwitterTrails 

Figure 10: Key nodes within the dominant Green community include 21st Century Wire, an online alternative media outlet 

founded by independent British journalist, Vanessa Beeley, Wikileaks, RT, and ZeroHedge. Source: TwitterTrails 



24           Alton Corp © 2018  

• +48 Hours: Where opportunities arise, Russian officials present these counter narratives, particularly 

when published by independent journalists from the West, into official records such as the UN as 

evidence to discredit the White Helmets. 

• Ongoing: A body of content is built up online over this incident, which will be repurposed and used in 

future attacks on other issues. With each incident and subsequent information attack, the online 

network that enables such activity grows, as does the body of “evidence.” 

 

What we also found in 

looking at the response to 

an article by The Guardian 

in December 2017 was a 

large, international online 

network espousing a 

critical view of 

government intervention 

in foreign conflicts. This 

network is vast and well 

established. 

 

This established network 

contains credible British 

academics, which helps 
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gain mainstream media coverage, particularly in publications such as The Guardian. Below (Figure 12) is 

a Facebook Page Like Network visualisation connected to Vanessa Beeley, one of the key voices in the 

anti-White Helmets campaign. From the 50 initial seed pages a total network of 930 nodes (or pages) 

with 3,745 edges (or connections) between them was found. Communities are marked in the 

visualization by colours: in green at the bottom left is a community around Anonymous and Revolution 

News which is connected to The Free Thought Project and The Anti-Media into; the blue Occupy, Mint 

Press News and Democracy Now community, connected through RT reporter Abbey Martin into the 

purple community which includes RT, Sputnik, Press TV, Wikileaks, We Are Change, Ron Paul and 21st 

Century Wire. Through the John Pilger Facebook page (another independent British journalist), the 

network connects the WikiLeaks and Democracy Now communities to the grey Stop the War Coalition 

community at the top of the network. 

 

 

Figure 12: Vanessa Beeley-related Facebook Page Like Network 
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While issues-based, a broader cause of anti-war activism makes this network agile and able to respond 

to the next crisis with greater facility and speed each time. Their democratic right to voice criticism also 

means little can or should be done to silence them. Moreover, high-level political support, particularly 

from members of the Labour Party, ensure that these voices will be heard at a national level.  

Figure 13: A hyperlink network of 50 initial seed websites identified as being connected to Vanessa Beeley or shared in 

response to The Guardian’s posts returned 9,580 nodes (or websites) with 14,308 edges (or connections) between them. 
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This is a collective force whose voice should be considered not only for the purposes of Strategic 

Communication planning, but also in the strategic calculation of initiatives the Western governments 

may decide to pursue abroad in the future. Indeed, in response to a subsequent 2018 gas attack, this 

network turned out in the thousands to protest against U.K. involvement in retaliatory strikes on the 

Syrian regime.30 

But where is this sort of network and strategic communication activity represented in a training 

exercise? 

 

                                                           
30 Wills, E. (2018). Thousands urge 'don't bomb Syria' in protests against airstrikes as Theresa May grilled by MPs. Evening Standard: 

https://bit.ly/2HJFXS6  

https://bit.ly/2HJFXS6
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So What? 

The nature of conflict has changed. War is no longer confined by time or geographic space or fought by 

militaries alone. The organized actors involved are diverse, including civilians, criminals, and private armies, 

who are well equipped and savvy. Not only does this create a complicated operational environment, but it 

also means that conflict can and will be brought home to a local audience. In a liberal democracy, this adds 

yet a further challenge for military, as public perception can be used to put pressure on politicians, who will, 

in turn, affect the military options available. Put simply, military is now operating in a complex environment, 

and is much more vulnerable to manipulation in the information space than might appear at first.   

 

From this perspective, what emerges is not so much a “hybrid warfare” (where Information Activities is just 

another tool in a box that strategists consciously deploy alongside other options), but a warfare that is 

conducted in the chaotic and very dynamic information environment largely beyond our control. We are 

both influenced by it and shape it, at the same time. And in warfare, every decision or action taken by one 

side can and will be twisted and turned, and a savvy adversary will know how to do this. Unfortunately, 

many militaries are struggling to make the leap to effectively cope with this changing situation. In part, this is 

because Information Activities have been viewed historically as secondary or supportive to tactical 

operations. And, until this perspective changes, the organizational development and institutional adoption 

of new processes, formats and tactics of Information Activities befitting a Digital Age will be hampered.  

 

While a military’s purpose is to serve and protect the people and interests of its society, ultimately using 

force when necessary, it must do so in an increasingly unstable information environment where ambiguity 

reigns. This is a dynamic environment, where public opinion can and is easily manipulated, not just in 

theatre, but also at home. The following recommendations aim to enhance military training exercises, to 

help better test policies and procedures for coping in this battlespace environment. 
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Understand – don’t denigrate - your target audience.  

 

Other cultures and languages are seldom represented well in military training exercises. As a result, there is 

a gulf in understanding other audiences – particularly adversarial ones.  If an adversary isn’t well understood, 

it’s very difficult to replicate their behaviour and thinking in a training exercise – and often what happens is 

just an interpretation of what is believed the adversary would do. That can involve some pretty heavily 

ingrained biases that won’t serve the training audience very well. 

This cross-cultural weakness is particularly prevalent in dealing with Russia. Soviet, and subsequent Russian, 

military thinking have long been challenging for those in the West to understand.31  This is partly due to a 

lack of Western scholars with the socio-cultural skills for effectively researching Russia, as academic 

programs closed after the Cold War.32 Much of the education on Russia that has been available is also 

conducted through a particular lens that generates a one-sided and biased approach to understanding 

Russia – one that makes it impossible to ever win Russian hearts and minds, such that ever be the aim.33 

An inability to understand a target audience can lead to several missteps that will ultimately alienate rather 

than win over groups, including:  

                                                           
31 Donnelly, C. (1991) in Soviet Military Operational Art: In Pursuit of Deep Battle by David M. Glantz. London; Taylor & Francis. P. xix; Roger N. 

McDermott (2016). Does Russia Have a Gerasimov Doctrine? Parameters 46(1), Spring 2016. Accessed on 15 October 2017 from 
https://ssi.armywarcollege.edu/pubs/parameters/issues/Spring_2016/12_McDermott.pdf 

32 Persson, G. (2017). (Review of) The War of the Future. Russian Studies: NATO Defense College, 03/17. 

33 Wanless, A. (2015). Why the West Can’t Win This Propaganda War. La Generalista: https://lageneralista.com/why-the-west-cant-win-this-
propaganda-war/  

An audience isn’t brainwashed just because it disagrees with you. 

https://lageneralista.com/why-the-west-cant-win-this-propaganda-war/
https://lageneralista.com/why-the-west-cant-win-this-propaganda-war/
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• Denigrating an audience, such as calling them brainwashed, for example, will only push them further 
from your point of view.34 Counter-messaging rooted in moral authority will fail. 
 

• Facts alone don’t make reality – shaping a messaging to their existing ideology or worldview has 
proven to yield better results. Attempting to counter disinformation with so-called “myth-busters” 
will do little to change the minds of those who already accept such coverage as truth. Setting aside 
the mathematical challenges of disproving disinformation with proof otherwise (it takes far less time 
to create and spread lies than it does to prove them wrong), fighting lies with facts actually does 
little to change perspectives. Changing minds comes down to the framing of an argument. 
 
Facts have been proven to have less influence than the framing of an argument in convincing people 
to accept new information.35 Indeed, facts are more prone to being viewed as biased, if such facts 
are not framed in a way that resonates with the target audience. Likewise, audiences are more likely 
to accept new information if it is framed within their existing ideology or beliefs.36 
 

• If an audience doesn’t like you, they won’t believe you. To that end “likeable sources and sources 
that share characteristics with the message recipient are” more likely to be accepted by the target 
audience.37 
 

Fostering a better understanding of target audiences within exercises can help training audiences avoid such 

pitfalls and develop better approaches that will actually help win hearts and minds – or at the very least, 

prepare for what they face in terms of realistic adversarial actions.  

                                                           
34 Knight Lapinski, M, and Boster, F. (2010). Modeling the ego-defensive function of attitudes. Communication Monographs: 

https://msu.edu/~lapinsk3/Maria_Lapinski/Publications_files/23.%20s7.pdf 

35 Druckman, J. N., and Bolsen, T. (2011). Framing, Motivated Reasoning, and Opinions About Emergent Technologies. Journal of Communication. 
Volume61, Issue4, August 2011. PP. 659-688 

36 Maibach, E. W., Roser-Renouf, C., Leiserowitz, A. (2008). Communication and Marketing As Climate Change–Intervention Assets. American Journal 
of Preventative Medicine. Volume 35, Issue 5, November 2008. PP. 488–500  

37 Garrett, R. K., and Weeks, B.E. (2013). The Promise and Peril of Real-Time Corrections to Political Misperceptions. CSCW ’13, February 23–27, 2013, 
San Antonio, Texas, USA.  arrhttp://wp.comm.ohio-state.edu/misperceptions/wp-content/uploads/2012/07/GarrettWeeks-PromisePeril-CSCW-
final.pdf 
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It’s not just about you.  

 

There is a tendency towards tunnel vision in training exercises. This is partly due to the military’s restricted 

mandate and defined ‘hard’ mission objectives – but such navel-gazing detaches thinking from a necessary 

wider context 

In liberal democracies, governments and militaries are not operating in isolation. However, in training 

exercises who are the majority of consultants brought in to help? Former military. How well does the 

training audience listen to other current and former military, particularly at the top level? That depends on 

the consultant’s former rank, but still it’s like taking advice from a family member. 

This insular approach prevents the necessary contextualized understanding military now need in an 

interconnected information environment. The pluralistic nature of our societies encourages a healthy debate 

over government decisions and, in fact, constitutes one of the strengths of democratic societies. As such, the 

political stage is open to many other actors, including academics, activists, NGOs and others who also 

attempt to persuade the public in support of their democratic choices. These activities aim to exert influence 

on public opinion, politicians and, in turn, both the scope of and range of options before a mission is defined 

and while military engages in it abroad. Adversaries can exploit this plurality of opinions by creating 

messaging that resonates with some domestic actors, providing them with content and opportunities to 

engage further on contentious topics through participatory propaganda, whereby audiences pick up, adapt, 

and further spread persuasive messaging. 

Pay attention to the world around you before you trip. 
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Bursting your own military bubble in a training exercise is a lot less painful than having it blow up in actual 

conflict.  

It’s personal – don’t be so nice. 

 

It’s personal – don’t be nice. The adversary won’t be. For example, as Canada deployed to assume leadership 

of a NATO battlegroup in Latvia in 2017, local media witnessed an uptake in derogatory or demeaning 

content about Canadian military including: 

• Resurfacing coverage, as pictured here above, about a former Royal Canadian Air Force Colonel who 
was convicted of rape and two murders (one of his victims was under his command);38  

• Disparaging and racist remarks about the Minister of Defence who is Sikh;39 and 

• The surfacing of controversy related to the Foreign Minister’s family and praise for her grandfather 
(a Nazi collaborator in occupied Poland), which she claims is part of smear campaigns led by the 
adversary,40 and has been cited by the Prime Minister as the reason for expelling a Russian diplomat, 
only aggravating the situation.41   
 

                                                           
38 Brown, C. (2017). Anti-Canada propaganda greets troops in Latvia. CBC. http://www.cbc.ca/news/world/latvia-propaganda-1.4162612  

39 Fisher, M. (2017). Sajjan a target of Russian cyber campaign aimed at undermining NATO’s presence in Baltic republics. National Post. 
http://nationalpost.com/news/world/matthew-fisher-sajjan-a-target-of-russian-cyber-campaign-aimed-at-undermining-natos-presence-in-baltic-
republics  

40 Glavin, T. (2017). How the Russians tried to smear Chrystia Freeland. Ottawa Citizen. http://ottawacitizen.com/opinion/columnists/glavin-how-the-
russians-tried-to-smear-chrystia-freeland  

41 Walkom, T. (2018). Why did Canada expel four Russian diplomats? Because they told the truth. The Toronto Star: 
https://www.thestar.com/opinion/star-columnists/2018/04/05/why-did-canada-expel-four-russian-diplomats-because-they-told-the-truth.html  

You might want to forget, but the adversary won’t.  

http://www.cbc.ca/news/world/latvia-propaganda-1.4162612
http://nationalpost.com/news/world/matthew-fisher-sajjan-a-target-of-russian-cyber-campaign-aimed-at-undermining-natos-presence-in-baltic-republics
http://nationalpost.com/news/world/matthew-fisher-sajjan-a-target-of-russian-cyber-campaign-aimed-at-undermining-natos-presence-in-baltic-republics
http://ottawacitizen.com/opinion/columnists/glavin-how-the-russians-tried-to-smear-chrystia-freeland
http://ottawacitizen.com/opinion/columnists/glavin-how-the-russians-tried-to-smear-chrystia-freeland
https://www.thestar.com/opinion/star-columnists/2018/04/05/why-did-canada-expel-four-russian-diplomats-because-they-told-the-truth.html
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While liberal democracies have restrictions in terms of how they can act, adversaries don’t. Operate within 

those confines but prepare training audiences for the unmitigated onslaught they will face. 

Personal information about those serving can be used publicly to attempt to disrupt operations and 

decrease wider trust for the military and other government institutions. In addition to being used in counter 

messages, personal information could also be used in targeted spear phishing campaigns to create fake 

social media or email accounts to breach sensitive networks as well as to compromise individuals. If those on 

the receiving end are too sensitive or can be provoked into an action as a result, they are an operational risk 

to the mission. 

Information activities in exercises must be conducted with a gloves-off atmosphere. Having members of the 

same military train each other can impede the spontaneity and surprises that come from actual warfighting 

experiences. Hire outsiders if being realistic in information attacks is too delicate. 

While discrimination is a concern, the military must consider how key personnel can be attacked and 

provoked before the exercise takes place.  Concerns over how such testing might risk the overall aim of an 

exercise must be put into context:  if personal attacks cause a training audience to fail in a simulated 

environment, what impact will such attacks have in real conflict scenarios?  

This belief, that training audiences should not fail, is misguided—far from boosting morale, false-positives do 

disservice in properly preparing personnel for the realities of today’s information environment, both during 

peace and conflict. 

You can’t control the message.  
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A common response to the rising use of information as a weapon is to counter such attacks with more 

strategic communication—as if volume is the answer. The problem with this response from established 

actors, such as governments and militaries, is that it continues to perceive communications as a one-sided, 

outbound process, rooted primarily in the message itself (its truthfulness, for example) and the strategic 

needs of the communicator. Unfortunately, in a hyper-connected world, one can no longer just put 

messaging out there. Once a message is pushed out, control of it is lost, and an adversary can and will 

subvert and shatter it into myriad distortions that ricochet back and hurt the sender. Likewise, any actions 

on the ground contradicting the messaging, will also be used to attack the sender aiming to erode public 

faith at home by exploiting hypocrisy, creating ambiguity and, ideally, disrupting decision-making. 

 

It is impossible to control a message once it is released. Every message and action will be distorted by an 

adversary to their benefit, to not just win hearts and minds within the conflict region, but also to disrupt 

decision-making and support for campaigns at home. 

As a result, when drafting messages in support of strategic objectives, communicators must include an 

evaluation of both how they will be perceived by an adversary or populations within a conflict zone (see 

“Understand your target audience” above) and how their potential distortion could affect domestic 

audiences, including fomenting opposition to government policies on military engagements. 

The public has a role.  

 

Public opinion affects the range of options for military 
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Popular opinion is important – and this needs to be reflected in training exercises. As already discussed in 

the section about Participatory Propaganda, the public has the ability to influence political will and decisions 

about the start and conduct of a military mission.  

The British government faced these challenges in struggling to gain popular support for their military 

intervention in Syria. Indeed, even their decision to provide humanitarian and non-violent aid to opposition 

groups inside Syria has faced criticism, with some independent journalists and academics viewing support 

for a volunteer group of Syrian first-responders as a plot for regime-change.42 The Anti-War Coalition, a 

group backed by politicians such as Labour Party leader Jeremy Corbyn, staged protests against U.S. 

bombing in Syria outside Downing Street (as opposed the American embassy) and a group of respected 

academics publicly decried, via a letter to The Guardian, intervention efforts as a direct contribution to 

increasing terrorism in the U.K.43 Such criticism has been actively taken up by a combination of anti-

imperialist, anti-war, both far-left and alt-right groups, mainstream politicians, alternative media, and 

established academics. While measuring influence and direct effects of such campaigns is challenging, many 

British politicians are reflecting the narratives put forward by these networks. Following the latest gas attack 

on 7 April 2018, pressure was put on Prime Minister Theresa May in April 2018 to only pursue military 

intervention with the support of the House of Commons.44 May was then criticized for allowing airstrikes 

without the approval of parliament, with the Corbyn questioning “the justification of the strikes under 

international law”45 The Labour Shadow Foreign Secretary, Emily Thornberry, echoed RT narratives refuting 

claims that Russians prevented chemical weapons experts from investigating the attack in Douma. 46 And as 

of 12 April 2018, only 22% of Britons polled said they’d support missile strikes against Syria.47 

The broader public must be seen as more than merely target audiences, whether in the context of a conflict 

theatre or at home. A more diverse set of actors must be represented in training exercises, beyond the usual 

military, government, political figures, and extremist elements. This might include the addition of a new cell 

that represents a training audience’s domestic public, which could encompass academics, activists, and 

independent bloggers, as well as the average people, in the form of public opinion polls. 

                                                           
42 Solon, O. (2017). How Syria’s White Helmets became victims of an online propaganda machine. The Guardian.   

https://www.theguardian.com/world/2017/dec/18/syria-white-helmets-conspiracy-theories  

43 Pilger, J, et al (2017) Who's to blame for the savagery seen in Manchester and London?. The Guardian. https://www.theguardian.com/uk-
news/2017/jun/08/whos-to-blame-for-the-savagery-seen-in-manchester-and-london?CMP=share_btn_tw  

44 Elgot, J., (2018). MPs caution May against Syria action without Commons vote. The Guardian: 
https://www.theguardian.com/politics/2018/apr/11/mps-caution-may-against-syria-action-without-commons-vote 

45 Castle, S. (2018). Theresa May Earns Cold Reception in U.K. Parliament Over Syria Attacks. The New York Times: 
https://www.nytimes.com/2018/04/16/world/europe/theresa-may-uk-parliament-syria-corbyn.html 

46 Ferguson, K. (2018). Labour still refuses to condemn Russia over Syria as Emily Thornberry claims UN red tape is stopping chemical weapon experts 
investigating the Douma gas attack - not Putin's forces. The Daily Mail: http://www.dailymail.co.uk/news/article-5637881/Emily-Thornberry-claims-
red-tape-stopping-weapons-inspectors-Syria-not-Russia.html 

47 Curtis, C. (2018). By two to one, the public oppose missile strikes on Syria. YouGov: https://yougov.co.uk/news/2018/04/12/two-one-public-
oppose-missile-strikes-syria/ 

https://www.theguardian.com/world/2017/dec/18/syria-white-helmets-conspiracy-theories
https://www.theguardian.com/uk-news/2017/jun/08/whos-to-blame-for-the-savagery-seen-in-manchester-and-london?CMP=share_btn_tw
https://www.theguardian.com/uk-news/2017/jun/08/whos-to-blame-for-the-savagery-seen-in-manchester-and-london?CMP=share_btn_tw
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Consistency is key – but so is community.  

  

A single voice pushing a message will be drown out in the complex cacophony that is the information 

environment.  

It might be tempting to use the same tactics as adversaries – such as botnets and astroturfing – but if it 

comes to light that militaries in liberal democracies used such techniques, it will be used by the adversary to 

further erode faith in the established order. This cannot be stressed enough – disclosures from Snowden to 

Wylie, contribute to the erosion of faith in the established order and are pointed back to by adversaries 

every time a new issue arises. Likewise, investigations that shed light on deceptive tactics used by officials 

are also used in future to sow doubt for military interventions. The Chilcot Report, for example, provided the 

British public with insight into the planning, justification and conduct of the UK government before and 

during the invasion of Iraq,48 leading to significant questioning and a change in attitude toward the UK’s role 

and policy choices regarding the Syrian conflict.49  

 

Find grassroots organizations that are doing work that directly and indirectly supports your efforts – and 

help foster those voices. They, in turn, will become your biggest champions. It might seem too soft, but 

                                                           
48 Mance, H. (2016, July 6). Chilcot report rebukes Tony Blair over Iraq invasion. Financial Times. Retrieved from http://on.ft.com/2EopdRV 

49 Freedland, J. (2016, July 6). Iraq changed everything: that's why Chilcot matters so much. The Guardian. Retrieved from http://bit.ly/2BsYwIO; How 
should the UK respond to the crisis in Syria? (2016, October 12). The Guardian. Retrieved from http://bit.ly/2gOCse5 

Beating bots requires volumes of authentic 

supporting voices. 
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community building is the democratic alternative to automated noise – build a genuine chorus of supporters, 

but do that by being supportive first. 

Information underlies every action. 

  

There is a tendency to see information (and cyber) activities as a stand-alone issue in training, something to 

be tagged on, or tested by itself. This simply doesn’t reflect reality. In societies where information 

communication technologies pervade almost everything we do, information is an aspect of every action 

taken.  

Moreover, information warfare is ambiguous in nature. It is about perceptions – every action taken can be 

perceived in multiple ways. Savvy actors use ambiguity to disrupt adversary decision-making, increasing their 

playing field and range of “information weapon” choices. They will take actions that can be perceived in 

multiple ways, such as claiming to send humanitarian aid into an area, when perhaps sending in military 

support. The situation would be left deliberately murky providing the adversary with multiple responses 

depending on the reaction their action provokes –– for example, if they are accused of sending in military 

support, they will claim that is a lie and use the accusation as an example of how they are always distrusted 

to gain more media coverage and support at home. If nothing is said or done, however, the situation can be 

used to demonstrate to the invaded country/region that no support from NATO would be forthcoming. 

Since everything is up for interpretation, in information warfare the worst position to be in is defensive –– 

and the adversary knows this.  

There will be information reactions because someone talked…walked, 

deployed, bombed, trained etc. 
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While adversarial propaganda to its home audience might focus on themselves, winning hearts and minds 

abroad is more challenging particularly in hostile countries.  Instead, adversarial propaganda will focus on 

NATO and its members, pushing information back to those domestic audiences aiming to erode support for a 

mission.  Activities such as exercises, troop movements, or surveillance would all be interpreted as 

aggressive, questioning the point of NATO and the nature of the mission. Accidents, loss of life, terrorist 

attacks, or other economic considerations will all be spun and used to target the country which incurs such 

costs, aiming to cause divisions between NATO members. 

Essentially every step of every exercise has an informational layer – and this needs to be reflect in training 

scenarios. Information activities must be baked into every step and this must begin at the planning phase of 

an exercise.  

There are no clean slates.  

 

Information warfare is systemic and continuous. 

Given the military’s mandate in a liberal democracy, there is a tendency to believe everything starts and 

ends with a mission – but that simply isn’t the case. Narratives are socio-culturally and historically rooted – 

they start long before any foreign military might arrive. Likewise, the information environment is primed and 

dynamic – it doesn’t refresh because you have a new message or narrative to broadcast.   

The Information 

Environment is primed with 

established, dynamic 

networks capable of 

responding rapidly 
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Take the White Helmets, for example. Within 24 hours of any public claim they make, particularly if it gains 

international media coverage, a battle of narrative plays out online supporting50 and attacking the White 

Helmets,51 with sticky narratives that are re-used repeatedly to discredit the White Helmets and position 

them as terrorists,52 fakers,53 or western stooges for regime change.54 Politicians55 or celebrities (as Roger 

Waters did in April 2018)56 might jump into the fray.  A mixture of Twitter bots and influencers (such as 

independent journalists Vanessa Beeley and Eva Bartlett) dominate Twitter chatter57 and an extensive 

hyperlinked network of websites, such as 21st Century Wire, RT, Global Research and ZeroHedge, repost 

counter-narratives in response, affecting real-time search and newsfeeds about the incident. Ultimately, this 

network is co-ordinated and real, able to mobilise protesters in response to government actions related to 

Syria.58 This network is primed and ready to respond to any and all military engagements – and is a 

permanent aspect of the information environment in which military must operate.  

                                                           
50 Chulov, M, and Shaheen, K. (5 April 2017). "Syria chemical weapons attack toll rises to 70 as Russian narrative is dismissed". The Guardian. 

http://bit.ly/2o4MFKH  

51 Bertrand, N. (5 April 2017). "An 'infantile argument': Experts pour cold water on Russia's 'fanciful' explanation for Syrian gas attack". Business 
Insider:  http://read.bi/2BmLGvV 

52 Moore, J. (5 April 2017). "Russia Says Syria Strike Hit 'Terror Warehouse' in Idlib That contained Toxic Weapons". Newsweek: 
http://BIT.LY/2NOG8K6; TASS (5 April 2017) "Syrian aviation airstrike in Idlib targeted chemical arms lab — Russian Defense Ministry: 
http://tass.com/world/939417"; 

53 Sputnik, (5 April 2017). "US Submitted Draft Resolution on Syria to UNSC Based on Fake Reports - Moscow", http://bit.ly/2Efg9Pb; Adam. (5 April 
2017). Russian Foreign Ministry says White Helmets cannot be trusted. Their info is fake news. The Duran. http://bit.ly/2nJV8j9 

54 Al-Laham, M. (5 April 2017). "Report: Soros-Linked Group Behind Chemical Attack in Syria". InfoWars: https://www.infowars.com/report-soros-
linked-group-behind-chemical-attack-in-syria/ 

55 U.S. Rep. Thomas Massie, R-KY (5 April 2017) on CNN: http://bit.ly/2p7fnHT; Ron Paul, (5 April 2017). "Syria Gas Attack: Assad's Doing...Or False 
Flag?" Ron Paul Liberty Report: http://bit.ly/2snbLId and on Twitter: ""FALSE FLAG" Ron Paul Says Syrian Chemical Attack 'Makes No Sense'" 
http://bit.ly/2nTiMf6 

56 Frantzman, S. (2018). Roger Waters Slams Syria Intervention, Attacks ‘White Helmets’ as ‘Fake’. The Jerusalem Post.   
http://www.jpost.com/International/Roger-Waters-slams-Syria-intervention-attacks-White-Helmets-as-fake-549894  

57 TwitterTrails. (2018). Events & Memes: White Helmets. Wellesley College: https://bit.ly/2JTLPbY  

58 Wills, E. (2018). Thousands urge 'don't bomb Syria' in protests against airstrikes as Theresa May grilled by MPs. Evening Standard: 
https://bit.ly/2HJFXS6 

http://www.jpost.com/International/Roger-Waters-slams-Syria-intervention-attacks-White-Helmets-as-fake-549894
https://bit.ly/2JTLPbY
https://bit.ly/2HJFXS6


40           Alton Corp © 2018  

It’s not about the platforms - it’s about resilience.  

 

Replicating a bit of the internet in training with simulated ‘social media channels’ adds interactivity, perhaps, 

but distorts the operational environment and distracts attention. Cardboard tanks aren’t brought in to 

simulate a flank maneuver, so why introduce a pale comparison of the information environment? 

Often, what appears in news media, particularly in a conflict zone, emerges via an interconnected system of 

actors, creating, shaping, and sharing information in a dynamic manner across platforms and with different 

tools. This is a complex and changing information environment, an environment already primed long before 

an event takes place, consisting of myriad actors and established networks of websites and online 

communities. While traditional mainstream media still plays an important role, the internet enables other 

actors to push the boundaries of audience engagement that often blurs the distinction between adversarial 

activities and legitimate domestic actors (who have a democratic right to voice criticism) in a complicated 

weave of online networks.  

This dynamic use of the information environment must be better represented in training activities to help 

militaries better prepare for operating in it, particularly given demands for increased transparency—red or 

blue media coverage and social media activity are simply not enough. 

And to this end, focus on technology is misleading. It can also be easy to lose sight of the forest (the 

scenario) for the trees (technology). Playing catch up to create simulated social networks does not provide 

an accurate recreation of the information environment as a whole. While digital technologies are changing 

Focusing on media or technology is a bit like missing the forest for the trees  



41           Alton Corp © 2018  

at an alarming rate, the creation and maintenance of a system that mimics this environment is likely to fall 

short of the desired objective until artificial intelligence-driven solutions begin to simulate the inherent 

human behaviors and interactions with a reliable degree of accuracy. Instead, at the strategic planning or 

joint task headquarters level, exercise managers should opt for detailed scenarios that mimic the desired 

levels of interoperability and process familiarity, while developing and honing problem-solving skills related 

to the information environment. Such an approach would foster longer term, platform agnostic decision-

making skills and acclimatize trainees to operate in virtual reality. 

Ultimately, the best defense in information warfare is resilience—the ability to critically assess a dynamic 

information environment where everything is not always what it seems and manage the identified risks to 

ensure mission success. In a military context, this could include adapting basic and advanced levels of 

training to include fostering a deeper understanding for how information warfare is changing the nature of 

conflict, and how every service member’s actions can and will be used against them in a digital age. Greater 

awareness of the pervasive role of information in all military activities is required, particularly among staff-

level leadership and, ideally, political leaders responsible for defense matters. Education must demonstrate 

the importance of information to that target audience—not just from the perspective of strategic 

communication practitioners. In particular, a shift in perception must occur from one of viewing cyber or 

information operations as a separate sphere of engagement in a conflict to one that understands that 

societies dependent on information communication technologies are particularly and constantly vulnerable 

to information warfare. This realization would lead to transforming information operations from a merely 

enabling capability to a more elevated role in the national arsenal of strategic tools. This is as imperative 

within a full-spectrum military environment today as it is for wider society.  

 



42           Alton Corp © 2018  

What next? 

The internet, social media, artificial intelligence and other digital technologies are changing how the 

information environment can be shaped for strategic purposes. Every message and action taken by a 

government or its military will be used in near real-time by an adversary to their benefit to not just win 

hearts and minds within the conflict region, but also to disrupt decision-making and support for campaigns 

at home. Despite this changing strategic environment, most military doctrines focus only on outgoing 

communications, and military exercises roll out in a linear fashion putting greater emphasis on later phases 

of operational preparedness (such as Defend, Restore, and Transition). Such an approach leaves the most 

critical first phase (Deter) 59 that focuses on avoiding conflict entirely or creating a more favourable ‘starting 

position’ for later fighting, less practiced. However, this is precisely the phase where manipulation of the 

information environment by an adversary would occur most heavily to provoke Allied leadership into faulty 

decision-making, and deny time and opportunities for preparation and coordination of allied activities. As it 

stands, operational exercises fail to integrate information activities into all aspects of training and, as such, 

are not fostering the necessary understanding for the role of information in modern warfare at all levels of 

military. 

 

NATO notes that “exercises are important tools through which the Alliance tests and validates its concepts, 

procedures, systems and tactics. More broadly, they enable militaries and civilian organisations deployed in 

theatres of operation to test capabilities and practise working together efficiently in a demanding crisis 

situation.”60  Arguably, in a digital age, militaries and their partners must also do all of this within a complex 

                                                           
59 Kippen, I. (2018). Ignore Phase 1 at Your Peril: A Call for Better Exercises. Small Wars Journal: http://smallwarsjournal.com/jrnl/art/ignore-phase-1-
at-your-peril-a-call-for-better-exercises 
60 NATO. (2017). Exercises. https://www.nato.int/cps/en/natohq/topics_49285.htm  

http://smallwarsjournal.com/jrnl/art/ignore-phase-1-at-your-peril-a-call-for-better-exercises
http://smallwarsjournal.com/jrnl/art/ignore-phase-1-at-your-peril-a-call-for-better-exercises
https://www.nato.int/cps/en/natohq/topics_49285.htm
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information environment, and as such training must adapt to develop appropriate skills beyond specialist 

units. 

 

What is lacking at the moment, both conceptually and from a strategic perspective, is an understanding for 

what information has become, and how every action, from those of the top general at headquarters to those 

of a private in theatre, carries with it challenges and opportunities for friendly strategic communication as 

well as adversarial exploitation.  

 

To be effective, an exercise scenario must be assessed at the initial planning phase by engaged socio-cultural 

and political subject matter experts to ensure that events make sense in the broader context of a complex 

information environment with a variety of actors, including adversaries, as well as audiences within the 

conflict theatre and at home. 

 

Next, each event or training activity should be assessed to determine what Information Activities should be 

expected (based on real-world examples) and incorporated into the training exercise as an integrated 

informational layer. Ideally this information layer would be cascading in its exploitative potential, with 

projected additional activities based on training audience responses to create an immersive experience that 

tests and fosters decision-making in a complex, dynamic information environment. Ultimately, a decision-

tree process model could be developed over time, whereby activities are coded and a series of information-

based responses follow depending on the action taken by the training audience. These activities, as with 

other procedures tested in training, can be graded in a pass-fail manner, providing more detailed feedback 

on how the training audience could improve.  

 

As an Information Activities training methodology is developed, it can be automated and integrated into 

existing training platforms – much the same way other events are tracked and tested. Key here is to focus on 

the necessary critical thinking and decision-making skills required in a Digital Age, completely agnostic of the 

technology that might be involved in real conflict.  

 

Given the nature of the information environment, and in turn, conflicts within it, it is no longer sufficient to 

train a small cadre of specialists on compartmentalised techniques – this integrated training must be at full-

spectrum command-post level, involving commanders and their staff, also engaging relevant civil service and 

political stakeholders, as challenges and threats within the information environment affect the national 

security strategic level going beyond the military. A significant shift must occur to be effective in a Digital Age 

– this isn’t just about skills, but of seeing conflict in a new light.  
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